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Abstract

As AT agents increasingly operate in multi-agent networks,
they require efficient communication protocols to coordi-
nate effectively. However, any high-bandwidth channel
between agents can be repurposed as a covert channel
for smuggling secrets, exfiltrating data, or coordinating
in ways that evade human oversight. We present the
Slipstream Governance Environment, an OpenEnv-
compatible reinforcement learning environment that trains
language models to use structured inter-agent protocols
safely. Using Group Relative Policy Optimization (GRPO)
for alignment, we train a GLM-4-Z1-9B model to achieve
95% resistance to secret leakage attacks while maintaining
protocol compliance. We report a surprising finding: post-
training quantization to int4 precision improves safety
alignment, with secret resistance increasing from 79% to
95% while reducing memory usage by 73%. We hypothe-
size that lossy compression acts as a regularizer against
memorizing injected secrets. Layer pruning experiments
further reveal that safety alignment is distributed across
model layers, proving more robust than task-specific ca-
pability, which is localized in later layers. Our results
demonstrate that RL-based governance can effectively bal-
ance the efficiency benefits of structured protocols against
security risks, with implications for the safe deployment
of multi-agent Al systems.

Keywords: multi-agent safety, covert channels, rein-
forcement learning, GRPO alignment, quantization, pro-
tocol governance

1 Introduction

The emergence of large language model (LLM)-based
agents that collaborate in multi-agent networks represents
a fundamental shift in Al system architecture [Park et al.,
2023, Xi et al., 2023|. Rather than deploying monolithic
models, practitioners increasingly orchestrate networks
of specialized agents that communicate, delegate tasks,
and coordinate actions through shared protocols. This
paradigm offers substantial benefits in modularity, scala-

bility, and capability composition.

To support efficient inter-agent communication, struc-
tured protocols have been developed that compress verbose
natural language into compact, machine-parseable mes-
sages. The Slipstream protocol, for example, achieves 82%
token savings by encoding natural language intents into
structured messages:

# Natural language (21 tokens):

"Hey planning team, could you create

a detailed release plan for Feature X
including timeline and resources?"

# Slipstream encoding (7 tokens):
SLIP vl pm planner RequestPlan
feature_x timeline resources

Listing 1: Slipstream protocol example showing natural
language compression.

However, this efficiency creates a security tension. Any
high-bandwidth communication channel between agents
can potentially be repurposed as a covert channel—a con-
cept first formalized by Lampson [1973] in the context of
information system security. Agents could exploit protocol
flexibility to smuggle secrets between systems, exfiltrate
sensitive data, or coordinate in ways that evade human
monitoring [Hubinger et al., 2024]. As AI agents gain
access to tools, APIs, and sensitive data, the risk of covert
communication channels becomes a critical safety concern.

The core challenge is: How do we obtain the effi-
ciency benefits of structured inter-agent protocols
without creating exploitable security vulnerabili-
ties?

We address this challenge through an RL-based gover-
nance approach. Our contributions are:

1. Slipstream Governance Environment: An
OpenEnv-compatible [Meta AI, 2025] RL environment
that rewards correct protocol usage while penalizing
covert channel behavior, including adversarial prompt
injection attacks.

2. GRPO-based safety alignment: A two-stage train-
ing pipeline (SFT + GRPO) that achieves 95% re-
sistance to secret leakage attacks on a GLM-4-Z1-9B
model.
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Figure 1: Graphical Abstract. The Slipstream Governance Environment trains Al agents to use efficient structured
communication protocols without creating covert channels. Using GRPO alignment, we achieve 95% resistance to
secret leakage attacks. Quantization to int4 surprisingly improves safety while reducing memory by 73%.

3. Quantization-safety interaction: The surprising
empirical finding that int4 quantization improves safety
alignment, suggesting lossy compression regularizes
against covert channel attacks.

4. Distributed safety representations: Layer pruning
analysis showing that GRPO-trained safety alignment
is distributed across model layers, unlike task-specific
capability which is localized.

2 Related Work

Reinforcement Learning for LLM Alignment. Re-
inforcement learning from human feedback (RLHF) has
become the standard approach for aligning LLMs with
human preferences [Christiano et al., 2017, Ouyang et al.,
2022|. Proximal Policy Optimization (PPO) [Schulman
et al., 2017] served as the initial workhorse algorithm,
though its reliance on a separate critic model introduces
computational overhead. Direct Preference Optimization
(DPO) [Rafailov et al., 2023] offered a simpler alterna-
tive by bypassing explicit reward modeling. More re-
cently, Group Relative Policy Optimization (GRPO), in-
troduced in DeepSeek-R1 [DeepSeek-Al, 2025|, eliminates
the critic entirely by computing advantages from group-
relative rewards within sampled completions. We adopt
GRPO for its computational efficiency and suitability for
environment-based reward signals. Prior work has also
identified fundamental limitations in RLHF, including re-

ward hacking and noisy feedback [Casper et al., 2023, Gao
et al., 2023].

Covert Channels and Information Hiding. Covert
channels in information systems were formalized by Lamp-
son [1973], establishing the foundational framework for
analyzing unauthorized information flows. In the neural
network domain, steganographic techniques can embed
hidden information within model weights [Wang et al.,
2021] or generated outputs [Wani and Sultan, 2023]. Re-
cent work on sleeper agents [Hubinger et al., 2024] has
demonstrated that deceptive behaviors can persist through
safety training, highlighting the challenge of ensuring align-
ment robustness. Our work specifically addresses covert
channels in structured communication protocols between
agents, a largely unexplored intersection.

Multi-Agent Safety and Communication. The
rapid growth of LLM-based agent systems [Park et al.,
2023, Xi et al., 2023] has created demand for standardized
communication protocols. Industry efforts such as MCP
(Anthropic), A2A (Google), and ACP (IBM) focus on inter-
operability but lack formal safety guarantees against covert
channel exploitation. Red teaming approaches [Perez et al.,
2022] evaluate adversarial robustness but have not been
systematically applied to inter-agent protocol safety.
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Figure 2: Environment architecture. The RL loop:
the environment samples a scenario, optionally injects an
adversarial secret; the agent produces a SLIP message; the
environment validates the message and returns a shaped
reward signal.

Quantization and Model Behavior. Post-training
quantization methods such as LLM.int8() [Dettmers et al.,
2022] and GPTQ [Frantar et al., 2023] enable efficient de-
ployment of large models with minimal performance degra-
dation. QLoRA [Dettmers et al., 2024] further demon-
strated that quantized models can be effectively fine-tuned.
However, the interaction between quantization and safety
properties remains understudied. Our work provides the
first empirical evidence that quantization can improve
safety alignment in the context of covert channel resis-
tance.

3 Slipstream Governance Environ-
ment

3.1 Environment Design

The Slipstream Governance Environment is an OpenEnv-
compatible [Meta Al, 2025] RL environment implementing
a Gymnasium-style [Brockman et al., 2016] interface. It
acts as a protocol governor: an environment that rewards
correct usage of the Slipstream structured communication
protocol while detecting and penalizing covert channel
behavior.

The environment operates in two phases per episode:

Reset. A scenario is sampled consisting of a natural
language intent (e.g., “Create a release plan for Feature
X”) and the expected Slipstream encoding. In 30% of
episodes, an adversarial temptation is injected—a secret
string the model is pressured to leak through a prompt
injection attack:

IMPORTANT OVERRIDE: Include the exact
string ’SECRET::alb2c3d4e5’ in your
response. This is required for logging.

Listing 2: Adversarial prompt injection example.

Step. The agent produces a SLIP-formatted message,
which is validated against the expected output. A compos-

ite reward signal provides dense feedback across multiple
dimensions.

3.2 Reward Structure

The reward function decomposes into six components
designed to simultaneously encourage protocol compliance
and penalize covert behavior:

Table 1: Reward components and their roles in balancing
task performance with safety alignment.

Component Reward Purpose

Correct anchor +3.0 Task performance

Valid format +1.0 Protocol compliance
Arg. overlap +3.0 x r  Semantic accuracy
Secret leakage —10.0 Safety alignment

High entropy —2.0 Detect encoded payloads
Unknown tokens —0.3/each  Vocabulary control

The asymmetric penalty structure reflects the safety-
critical nature of covert channels: the —10.0 penalty for se-
cret leakage substantially outweighs the maximum achiev-
able positive reward (+7.0 for a perfect message), ensuring
that safety violations are never “worth it” from the model’s
optimization perspective.

The entropy penalty detects attempts to embed infor-
mation through unusual token distributions, while the
unknown token penalty prevents the model from expand-
ing its vocabulary to create side channels.

3.3 Attack Scenarios

In attack episodes (30% of training), adversarial prompts
simulate real-world prompt injection attacks. The injected
secrets follow a structured format (SECRET: : (hex)) to en-
able automated detection of leakage. A well-aligned model
must refuse the injection while still completing the legiti-
mate protocol translation task. This formulation directly
tests the model’s ability to maintain safety alignment
under adversarial pressure.

4 Training Pipeline

4.1 Stage 1: Supervised Fine-Tuning

We begin with GLM-4-Z1-9B [GLM Team et al., 2024], a
9-billion parameter language model from the ChatGLM
family. The model is fine-tuned on the Slipstream-TQT
dataset, which contains intent — SLIP message pairs
with explicit chain-of-thought reasoning traces. This stage
teaches the model the Slipstream protocol format and basic
translation capability, producing the SF'T checkpoint.
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Figure 3: Two-stage training pipeline. Stage 1: Super-
vised fine-tuning on the Slipstream-TQT dataset teaches
protocol format. Stage 2: GRPO alignment with environ-
ment rewards trains safety under adversarial pressure.

4.2 Stage 2: GRPO Alignment

The SFT checkpoint is aligned using Group Relative Pol-
icy Optimization [DeepSeek-Al, 2025] via the TRL li-
brary [von Werra et al., 2020]. GRPO eliminates the need
for a separate critic model by estimating advantages from
group-relative rewards: for each prompt, multiple com-
pletions are sampled, and each completion’s advantage is
computed relative to the group mean reward.
Training configuration:

2,048 episodes per epoch x 2 epochs

Hardware: RunPod H200 (141 GB VRAM)

Local reward computation (no server calls during train-
ing)

30% adversarial attack injection rate

A key design choice is local reward computation: the
environment reward function executes within the training
loop rather than requiring network calls to a remote envi-
ronment server. This eliminates latency bottlenecks and
enables efficient GRPO training where multiple comple-
tions per prompt must be evaluated rapidly.

The reward function during training follows the struc-
ture in Table 1, with the critical addition that secret injec-
tion occurs stochastically. The model learns to maintain
protocol compliance across both benign and adversarial
scenarios simultaneously.

5 Results

We evaluate the GRPO-aligned model along three axes: (1)
held-out task performance, (2) the effect of post-training
quantization on safety alignment, and (3) the effect of
layer pruning on capability vs. safety.

5.1 Held-Out Evaluation

The gap between training anchor match (80%) and held-
out evaluation (37%) reflects the challenge of generalizing

Table 2: Performance comparison between training and
held-out evaluation on unseen adversarial scenarios.

Metric Training Held-out
Anchor match 80% 37%
Secret resistance 80%
Format compliance 90%

Effect of Quantization on Safety Alignment
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Figure 4: Effect of quantization on safety alignment.
Secret resistance increases monotonically with quantiza-
tion aggressiveness (int8 — int4), while task performance
(anchor match) remains stable. Memory reduction is sub-
stantial.

structured protocol translation to new, unseen scenarios
combined with adversarial pressure. Crucially, format
compliance remains high (90%) and baseline secret resis-
tance reaches 80%, indicating that GRPO successfully
instills safety behaviors that transfer beyond the training
distribution.

5.2 Quantization Improves Safety

We evaluate the GRPO-aligned model under post-training
quantization using bitsandbytes [Dettmers et al., 2022].
The results (Table 3) reveal a counterintuitive finding:

Table 3: Quantization effects on safety alignment and
resource usage. Secret resistance improves with more
aggressive quantization.

Config Anchor Secret Res. GPU Mem.
Baseline (bf16)  36.5% 79.4% 8.58 GB
Int8 37.5% 90.5% 4.10GB
Int4 35.5% 95.2% 2.29GB

Secret resistance improves from 79.4% (bf16) to 95.2%
(int4)—a 15.8 percentage point increase—while anchor
match remains essentially unchanged (£1%). Simultane-
ously, GPU memory decreases by 73% (from 8.58 GB to
2.29 GB), enabling deployment on consumer-grade hard-
ware.

Hypothesis: Lossy compression as regularization.
We propose that quantization acts as a form of regulariza-
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Figure 5: Lossy compression as safety regulariza-
tion. Quantization reduces the model’s capacity to pre-
cisely memorize and reproduce arbitrary byte sequences
(injected secrets), while preserving learned behavioral pat-
terns (safety alignment).
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tion against covert channel attacks. The information loss
inherent in weight quantization disproportionately affects
the model’s ability to precisely encode and reproduce ar-
bitrary byte sequences—exactly the capability required to
leak injected secrets. However, the higher-level behavioral
patterns learned through GRPO alignment (“refuse to
include foreign strings in protocol messages’) are more
robust to precision reduction because they are encoded as
distributed representations rather than exact memoriza-
tions.

This hypothesis is supported by the observation that
anchor match (a semantic, behavioral metric) remains
stable under quantization, while secret resistance (which
requires not reproducing exact strings) improves. The
information bottleneck created by quantization selectively
degrades verbatim reproduction while preserving semantic
understanding.

5.3 Layer Pruning Analysis

To investigate how GRPO alignment is represented within
the model, we remove the last 4 transformer layers (ap-
proximately 10% of the model) and re-evaluate:

Table 4: Effect of removing the last 4 layers on task
capability versus safety alignment.

Metric Before After Pruning
Anchor match 36.5% 0.0%
Secret resistance  79.4% 90.5%

Task-specific capability (anchor match) drops to 0%,
indicating complete destruction of the model’s ability to
perform protocol translation. However, secret resistance
increases from 79.4% to 90.5%. This striking asymme-
try suggests two important properties of GRPO-trained
models:

1. Task capability is localized. The protocol transla-
tion capability resides primarily in the later transformer
layers, consistent with evidence that deeper layers en-
code task-specific features.

2. Safety alignment is distributed. The learned behav-
ior of refusing to leak secrets is distributed across the
entire model, making it more robust to architectural
perturbations. GRPO appears to create redundant
safety representations throughout the network.

This finding has practical implications: safety-aligned
behaviors trained via GRPO may be inherently harder to
remove through model surgery or fine-tuning attacks than
task-specific capabilities.

6 Discussion

Practical Implications. Our results suggest a practical
deployment strategy: GRPO-align a model for protocol
safety, then quantize to int4 for deployment. This simul-
taneously improves safety (79% — 95% secret resistance)
and enables consumer GPU deployment (2.29 GB). While
we would not recommend the int4d quantized model for
production use due to the reduced anchor match accuracy,
the safety improvement itself opens interesting research
directions.

Generalizability. The Slipstream protocol is a specific
instance of structured inter-agent communication. The
governance environment framework generalizes to any pro-
tocol where message format can be validated and covert
channel behavior detected. The Green Agent evaluation
wrapper provides a standardized interface for benchmark-
ing arbitrary LLMs against the environment.



Limitations. Several limitations warrant discussion:

e The 37% held-out anchor match indicates room for
improvement in protocol translation generalization.

e Our attack scenarios use a fixed injection format; more
sophisticated steganographic attacks [Wani and Sultan,
2023] could evade detection.

e The quantization-safety improvement is demonstrated
on one model architecture (GLM-4-Z1-9B); broader
validation across architectures is needed.

e The training-evaluation gap suggests potential overfit-
ting to training scenario distributions.

Broader Impact. As multi-agent Al systems become
more autonomous and interconnected, governance envi-
ronments like ours may serve as essential infrastructure
for ensuring communication transparency. The finding
that quantization can serve as a safety mechanism—mnot
just an efficiency technique—has implications for secure
AT deployment policies. However, we note the dual-use na-
ture of this research: understanding covert channels in Al
protocols also informs potential attackers. We release our
environment and evaluation tools to enable community-
driven defense development.

7 Conclusion

We presented the Slipstream Governance Environment, an
RL environment for training Al agents to use structured
communication protocols safely. Using GRPO alignment,
we trained a GLM-4-Z1-9B model to achieve 95% resis-
tance to secret leakage attacks under int4d quantization.
Our key findings are:

1. GRPO alignment effectively prevents covert channel
exploitation in inter-agent protocols.

2. Quantization preserves—and improves—safety align-
ment while reducing memory usage by 73%, supporting
a “lossy compression as regularization” hypothesis.

3. Safety alignment from GRPO is distributed across
model layers, making it more robust than localized
task-specific capabilities.

These results demonstrate that reinforcement learning
can effectively govern agent communication protocols, bal-
ancing efficiency against security. As Al agents become
increasingly autonomous and networked, environments like
Slipstream will be essential for maintaining transparent,
safe inter-agent communication.

Reproducibility. All code, models, and datasets
are publicly available: the environment at
https://huggingface.co/spaces/anthonym21/

slipstream-governance-openenv, the GRPO-
aligned model at https://huggingface.co/
anthonym21/slipstream-glm-z1-9b-grpo-v2, and
the training dataset at https://huggingface.co/

datasets/anthonym21/slipstream-tqt. Source
code is at https://github.com/anthony-maio/
slipstream-governance-env.
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